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8. Installation Troubleshooting

In case of having difficulties with VUB CryptoPlus installation, re-run the installation guide.

Picture 23: Initial screen in the fix regime (uninstallation) of the CryptoPlus application

Press the Next button in the Welcome window.
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i YUB CryptoPlus - InstallShield Wizard

Program Maintenance

Modify, repair, or remove the program,

@ﬁgﬂalr
Repair inskallation errars in the program. This opkion Fixes missing ar
corrupt files, shorkcuts, and registry entries,

G Remove

@ Remove YUB CryptoPlus from your computer,

[nstallshied

/D MONET+

|  <Back || mem> ||

Cancel ]

Picture 24: Programme maintenance, Fix option

In Programme Maintenance select the Fix button and click on the Next button to continue the fixing installation.
In the following steps the installation will be fixed based on parameters set up in the initial installation. The

user can not install different parameters.

After completing the installation, corrupted or missing files, shortcuts and register items will be fixed.
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9. Basic functionalities and CryptoPlus control

In order to use your smart card for encrypting and signing the e-mail messages or for authorizing the safe
connection with web server, the following conditions must be met:

1. SW support CryptoPlus installed.

2. smart card bearing your private key with relevant certificate.

3. the cryptographic system MS Windows recognizing your certificate X.509.

Your certification authority should help you to meet the two latter conditions.

Should you receive the CryptoPlus card with installed certificate, all you have to do is to register the certificate
into Windows via CryptoPlus utility — Card Manager (part of the CryptoPlus installation packet).

The active card operations (e.g. electronic signature calculation) are protected by PIN (Personal Identification
Number).
Use CryptoPlus — Card Manager utility to deblock or change your PIN (see Chapter 9.2.1).

Crypto Plus is Crypto Plus smart card management programme. This utility is equipped with special functionality
that detects various problems and tries to draft solutions.
For full description of CryptoPlus — Card Manager utilities check the program and “Help".

Displaying the Smart card content:

1. insert the smart card into the reader

2. Run Cryptoplus — Card Manager utility (upon standard installation you can find it on desktop or in the
menu Start > Programs > VUB CryptoPlus -> VUB CryptoPlus.)

3. After Card Manager start it is necessary to download the card data first. “Solution suggestions “ and “
No data read from the card” displays in the main window. Insert the card in the reader and click on the
underlined word “refresh” or select Show - Renew from the program menu (use F5 as the hot key ) .

& Card manager |:|@@

Eile View Certificate Key Dataobject Help

L EEERSE 7|

Card manager

% Program CryptoPlus allows user to work with keys and certificates that are linked with

| CryptoPlus CSP. Keys and cerlificates can he deleted from card, exported into file or imparted
| from file. You can register or deregister cerificates from Windows.

| The card manager also can read, display and delete data objects stored in cards.

/' Program collaborates with CryptoPlus CSP

cryptoplus. B e

< |

Hotava

Picture 25: Window with CryptoPlus —Card ManagerApplictaion
If a different problem is displayed in the main window, e.g. reader connection or installation error, to resolve

(detect) the problems, you may use installation programme involving detection mechanisms for detecting the
current installation status. In addition, the program can give an advice on how to solve the problem.
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4. After the card data is downloaded, the automatic problem detector should list the unregistered
certificates.
Click on register to register each certificate for active use. For details refer to Chapter 11.1.

B=1E3

Certificate  Key Dataobject Help

K x5 %ol ox | R
rk er 0

HRERS T

1 G 2ot P
@ acth?e?1-as50-4615-aFd7-84 .

| 1'1 1l

1 D 31460636-5a lb-4ceS-bos6-et B Wizard

1 Cryptoplus2z-0302-970380130
- £| CM_UserFile - passwords.kxt

Problem was detected during data reading. Please read the following instructions carefully and if needed apply the suggested
solutions:

» Rootcerificate (SHA1: 137C034A 0597CD0A 86781613 8AA32269 ESCFEE4F), issued by CZ, Stipa, "Monet+, a.s.”,
Crypto Group, Monet Test Root CA L02, root@linsrv.monetplus.oc for subject CZ, Stipa, "Monet+, a.s.”, Crypto Group,
Monet Test Root CA LO2, root@linsrv.monetplus.loc is not registered in Windows. \We recommend fa reaister it.
Certificate issued by CZ, Stipa, "Monet+, a.s.”, Crypto Group, Monet Test Authorized SubCA L02,
root@linsrv.monetplus.loc for subject CZ, Zlin, "Monet+,a.s.", Monet, ztest_vub_01_250309_1640,
ztest@monetplus.cz is not registered in Windows. Realstration is recommended

Cerlificate issued by CZ, Stipa, "Monet+, a.s.", Crypto Group, Monet Test Authorized SubCA L02,
root@linsrv.monetplus.loc for subject CZ, Zin, "Monet+a.s.”, Monet, ztest03_vub_260309_1404, ztest@monstplus.cz
is notregistered in Windows. Reals! or is recommended

Certification path for certificate issued by CZ, Stipa, "Monet+, a.s.", Crypto Group, Monet Test Authorized SubCA L02,
root@linsrv.monetplus.loc for subject CZ, Zlin, "Monet+a.s.”, Monet, ztest_vub_01_250309_1640,
ztest@monetplus.cz can't be verified. Some programs won't be able to use this cerificate. Please contact the cerificate
issuer and ask forvalid certificates in order to complete chain for verification

Cerification path for certificate issued by CZ, Stipa, "Monet+, a.s.", Crypto Group, Monet Test Authorized SubCA L02,
root@linsrv.monetplus.loc for subject CZ, Ziin, "Monet+,a.s.”, Monet, ztest03_vub_260309_1404, ztest@monetplus.cz
can't be verified. Some programs won't be able to use this certificate. Please contactthe cerificate issuer and ask for
valid cerificates in order to complete chain for verification.

r:.- helpdesk

cryptoplus.

73
»

i

Picture 26: Card Manager information window alternative upon card data download

Note 1: When registering the root certificates, the system offers you to add the certificate
into root certificate list. Before approving this operation, check the values of SHA-1 hashe
certificate displayed by CryptoPlus utility and the dialogue inquiring a permission to add the
root certificate.

Note 2: The certificate registered this way, is immediately withdrawn from the list of “trouble
certificate” .

POZNAMKA

& Card manager

File View RE={EIEWEE Key  Data object
| 5] 5‘ Detailed information...,

Picture 27: Direct certificate reqgistration from menu

The certificate reqistration can be also performed by selecting the relevant certificate in the left window and

choosing the function Certificate - Register.

5. If the certificate is valid and registered in Windows, you can work with it in the applications that use
cryptographic subsystem MS Windows. (Internet Explorer, Outlook Expres, Office XP...)
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9.1. CSP Parameters

CryptoPlus CSP has been using several parameters to modulate its functionality. The parameters are saved in
the system registers and described in CSP documentation.

Some CryptoPlus CSP parameters, as detailed below, can be displayed and changed through CryptoPlus —
Card Manager programme:

CSP library version

Information about the currently installed CSP version. This information can not be changed through CryptoPlus-
Cardmanagerprogramme. Theinformationisautomatically changed, afterthe new CSPlibraryversionisinstalled.
By comparing the library versions, you may determine whether the most recent version has been installed. The
version number may be important information in event of CSP problems and hot line contacts, as the case
may be.

Language
Users can select the languages to communicate with CryptoPlus applications.

Dialogue Timeout

It sets timeout of CSP window display in the range of 30 — 600 seconds. If the user does not respond within
set time to CSP window, the window will close automatically, as if the user cancelled the action. This setting
does not apply to the PC/SC window for card opening. Alternative communication modules may not use this
parameter.

Enable taskbar animation

If the user prefers not to display animation on the desktop taskbar, he/she can leave the field blank (unticked).
CSP job will then run without animation. The animation illustrates course of the operations currently performed
by CryptoPlus CSP. Turning off/ on the animation does not impact the mode and security of CSP functioning.

Remember PIN by default

It impacts the initial dialogue setting for PIN verification. If the user has ticked the box “ Remember the PIN by
default” the field “Remember for this session” will be automatically ticked — and vice versa. The default option
can be changed after the dialogue for PIN verification has been displayed.

PIN time limit in the memory
It sets the maximum period for which the CryptoPlus CSP can store the PIN value in the memory PIN. The
entered value may range from 5 to 1440 minutes (= 24*60 = 1 day).

The option CSP Parameters will display the current settings of parameters. The user may change and save these
features by the key Save. If the processing of new values fails, the error message will pop up. Upon successful
saving, new (current) values of the parameters will be displayed. The changes to parameters will be manifested
upon the next start of the application using the CryptoPlus card.
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9.2. PIN/PUK change /unblocking

The active card operations (e.g. electronic signature calculation) are protected by PIN (Personal Identification
Number).

O—[-ﬁﬁm—-. Three successive incorrect PIN entries will block the card. PUK (PIN unblocking key) must
S e ~  be used to unblock PIN. Not more than four successive PUK error entries are accepted.
After the fifth successive incorrect entry the card is blocked irreversibly!

You will receive the initial PIN and PUK with your card in sealed envelope. To change the initial PIN /
unblock the card PIN, use the program CryptoPlus — Card Manager and follow the guidelines below:

Disclosing your PIN / PUK to third party entails the risk of card misuse — the carrier of your

J Due to security reasons it is requisite that solely the cardholder knows the PIN and PUK codes.
electronic identity.

Upozornenie

9.2.1. Guide to change PIN

1. Insert the smart card into the reader.

2. Close all applications that use CryptoPlus card

3. Run CryptoPlus — Card manager utility (after standard application located on the desk top / in the menu
Start > Programs > VUB CryptoPlus - VUB CryptoPlus).

4. read the data about the card using the menu Show > Renew.

5. Select CryptoPlus card from the left window

= S Gemplus USE Smart Card Reader
- E
-G Inzront
B actb2ez1-a350-4615-afd
= ﬁi‘ 31460636-5a1b-4ce5-h2E
R Certifilkat

Picture. 28: Window shown after the initial data download from the card

6. Select File = PIN change from CryptoPlus menu .....

& Card manager

View Certificate Key Daka object

PIM change...
PUE change. ..
PIM unblock. ..

Forget PIN

Read card's space information
Defragmentate card

5P parameters, .,

Picture. 29: Window with card details and Change PIN command
Enter the initial PIN in the dialogue box and then enter 2x the new PIN code. Click OK to confirm. The new PIN

shall not be bear less than 4 and more than 8 digits. The OK button will not be enabled before the condition
for code length has been met and the new code entered has been identical with the re-entered one.

28 vuB, abankof INTESA [ SNNPAOLO



| VUB BANKA

9703 8013 0906 D001: PIN change

[] VUB BANKA

PIN Change I Operation ! Application ! SmartCard I

EIr'-.I:I|

rumber of retries; 3

Mew PIM: |
Retyvpe new PIN: |

K Cancel |

Picture 30: Dialogue box for PIN change

7. If the change was successfully executed, the card will use the new PIN.

9.2.2. Guide to change PUK

/D MONET+

The alike procedure as in PIN change is applied (see Chapter 9.2.1), the menu File > PUK change .... will be

used

9703 8013 0906 0001: PUK change

[] VUB BANKA

PLIK Change |Opera|:in:|n I Application I SmarkCard I

El_uc:ll

Mumber of retries; 7

Tew PLIK: |
Retype new PLE: |

Cancel

Picture 31: Dialogue box for PUK change
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9.2.3. PIN unblocking

The alike procedure as in PIN change is applied (see Chapter 9.2.1), the menu File - Unblock PIN.... will be
used

9703 8013 0906 0001: PIN unblock

PIN Unblack I Operation i Application ; SmarkZard J

El_uc:]l

Mews PIM: l
Retvpe new PIN; i

Zancel |

[] VUB BANKA

Picture 32: Dialogue box for PIN unblocking

9.3. Expert mode

Irreversible card operations that have been prompted accidentally, are protected by Expert mode. Some
operations as indicated below can be executed only if the Expert mode is enabled:

e Key deletion

e Deletion of certificate

e Deletion of data object

The expert mode is off at the program start. The user must switch between the Standard and Expert mode via
tools in the menu File /Expert mode.

9.4. Data objects

Data objects in CryptoPlus cards are user-defined data. They can bear different formats designed by application
managing the data object. The data object values may be protected by PIN. The data objects can be used for
storing the sensitive data (passwords, codes, ...). To access the data objects, PKCS#11 interface is used.
CryptoPlus — card manager utility shows details of the data object selected in information tree. The information
about data objects include:

Applications
The name of the application which is the data object manager. This is optional piece of information.

Name
The name of the object.

Protected with PIN
Information, showing whether the data object value is publicly accessible or available upon PIN entry.

Data length
Data value length, in bytes.
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Data
Data value statement. 3 columns of information are displayed: data offset, data in hexadecimal and text

format. If the data reading is protected by PIN and the data have not been read by now, the option to read the
PIN protected value from the card is displayed.

Data object can be deleted
The option allowing deletion of the data object from the card is displayed.

S=ES

& Card manager
ew Certficate Key Dataobject Help
s K KBS ol o | TROER | e
Gemplus USE Smart Card Reader 0
=1 ] 9703801309060001

- 102roat

@ acBbzez1-aas0-4615-afd7-54 T i =
- §@ 3146c636-Salb-4ce5-b256-2¢ VUB BANKA Data ObJECt

2] 130

tBERRE T

Application CM_UserFile
Label passwords bt
PIN protected Yes
Data length 168

read PIN protected value

a obiect from file:

Its possible to save the dala object into a file or to update the

B helpdesk

cryptoplus.

<

Hotawo ¥ |

Picture 33: Data object information display

|8l
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10. Resolving the problems

In event of persisting problems with Cryptoplus application, reader or card the user is recommended to follow
the procedure as described in Chapter 10.1.

10.1. Entering the problem

In event of problems with VUB CryptoPlus application, reader and card a contact form on http://www.vub.
sk/show.asp?document=863 can be used. By pressing the button, the completed form will be sent to Bank’s

contact center.

10.2. Reader diagnostic tool

e |tis generated through Gemalto SmartDiag. The program is available on Gemalto web sites (http:/support.
gemalto.com). The company is provider of the smart card readers (

e located in the menu Start> Programs-> Gemplus-> SmartDiag-> SmartDiag v2.0; run after the
click.

& Gemplus SmartDiag v2.0

Welcome to
Gemplus SmartDiag v2.0.

Thiz program verifies that smart card readers and the
cards they contain are available to other programs.

If the diagnogtic utility identifies a problemm, it reparts the
most likely cauze and gives the neceszany information to
correct the zituation.

Click Start to begin the diagnostic: About...

Stomio ]

Picture 34: Main program dialogue for card reader diagnostics

e Next step: insert the smart card into the reader and press “Start”
e In the event of failed test, a similar dialogue box as the previous one will be displayed.
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*: Gemplus SmartDiag v2.0

FAILED

longer detect smart cards.

The reader zeems fine, but the diagnostic
cannot be completed without a smart card.

Fleaze enzure that a smart card is inserted in
the reader. If a smart card is already in the
reader, it iz pozsible that the reader can no

'ou may try to fiw the problem and restart this
tool bo confirm evervthing iz fine ar azk for the
azsiztance of technical support.

Get Azziztance

Click Cloge ta finish the diagnostic seszion.

Advanced View Mewxts

Picture 35: Example of failed reader diagnostics

The following steps shall be taken:
1. Click on “Get Assistance” button .

Getting Technical Assistance

The diagnostic utility iz about to generate a report to give Technical
Suppart the neceszsany infarmation to help pau,

To e-mail the repart, vou need to provide the addrezz of Technical
Support, Y'ou can find thiz address in the documentation that came
with thiz product or by telephoning Customer Service.

Save Report Cancel

Picture 36: Options for reader diagnostics processing

/D MONET+

2. Upon clicking on the “Save report” button a dialogue for saving the file on disk will pop up. Make sure
that you remember the path to file, since this will represent a part of the troubleshooting request you may

send out later.
Now you may close the diagnostic programme.

hw

33

Next step involves card diagnostics as stipulated in section 10.3,/ 10.1.
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e |f the reader functionality is Ok, the widow below will be displayed:

#. Gemplus SmartDiag v2.0

& PasseD

The reader and the card it containg are OF.

Click Cloge ta finish the diagnostic session.

Advanced View

Picture 37: Dialogue informing about trouble-free functionality of the reader
e Subsequently, press the “Close” button to close the diagnostic programme.

e The diagnostic programme detected, that the reader is functional, hence the problem is elsewhere.
e Further logical step represents card diagnostics, as indicated in section 10.3. below.

10.3. Card Diagnostics

Run the CryptoPlus — Card manager program (Start > Programs -> VUB CryptoPlus -> VUB
CryptoPlus).

Insert the card into the reader and press “renew “ or select from the program menu Display - Renew
(F5 may be used as a hot key ).

After the download select File > Save diagnostics.

Make sure that you remember the path to file, since this will represent a part of the troubleshooting
request you may send out later.

In the next step the problem shall be entered as specified in section 10.1 / or the reader diagnosed (see
Chapter 10.2.) unless executed before the card diagnostics.
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11. Index and Basic Terminology

AID
Application Identifier. A unique number of applications stored in the card. Systems working with a card can
use AID to identify the data for performing requested operations on card.

Asymmetric cryptography

A type of cryptography that uses two different keys — public and private — to encrypt and decrypt the data. The
data encrypted with one of the keys can be decprypted with its key pair.

The keyholder is solely authorized to know his/her private key. The key must be stored on a safe place. On
the other hand, the public key is available for anyone. Encrypting e.g. e-mail with the public key of the
addressee ensures that the message will be read by the addressee only. In contrast, if someone has signed
a document with his/her private key, the recipient can verify the sender’s authenticity with the public key.
The most common asymmetric algorithms are RSA, DSA, and new ECC (so called” elliptic curves).

ATR
Answer to reset (ATR) string of a card. The card uses the string to identify itself in the system after power
supply connection.

Authentication
Process under which an identity of a given entity /subject (person , system etc...) is verified.

Certification Authority (CA)
An authority issuing the certificates. Prior to issuing a certificate, the CA will verify applicant’s identity. The CA
certificate is a root certificate.

Certificate

An electronically signed document involving the public key of the user and information about the
certificate holder. Thus, the certificate ties up the information about the user with his/her public key.
The certificate is typically issued by trustworthy certification authority (CA).

Certification Path

Each certificate is signed with the private key of the certificate issuer. (except for the root certificate signed with
own key). Therefore, having the both: certificate and issuer’s certificate, we can verify cryptographically whether
the explored certificate was issued by presumed issuer. Repeated procedure enables verification of issuer’s
certificate, itsissuer etc. to the extent of root certificate. The string verified this way is called the certification path.
Some programmes can use only those certificates in the system of which all superior certificates are registered
— their certification path has been completely verified.

Cryptographic Service Provider

A dynamically linked library. It implements cryptographic standards and algorithms. Win32 implement
a standard, purely software version. There are different versions from other producers. Some of them
implement (to enhance security) cryptographic operations with hardware components (smart card /
cryptoadapters). The library is used for instance for encrypting and decrypting of electronic mail, electronic
signatures etc...

CcsP
See the “Cryptographic Service Provider”

Key
See Private Key and Public Key.

Application code
Application Identifier — see AID.
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PC/SC
A standard Win32 interface to connect smart card readers.

PIN

Personal Identification Number. A numeric code allowing authorization of some smart card operations. PIN
represents one of the security attributes when working with smart cards. A party, who does not know the
PIN, can not perform operations for which the authorization is required. After several successive erroneous PIN
entries, the card PIN will be blocked. PUK can be used to unblock the PIN.

PKCS#11
A standard interface for devices in which the confidential information are stored and cryptographic operations
executed.

Private key

One of a pair of keys used in asymmetric cryptography. Confidentiality of the private key is one of the security
presumptions. The private key is used e.g. for electronic signing of documents, decrypting of encrypted
messages with matching public key.

PUK
PIN Unblocking Key. A numeric code for PIN unblocking. If the card PIN is blocked upon several repeated
erroneous entries, PUK code can unblock it. Several successive incorrect PUK entries will totally block the card
use.

Public key

One of a pair of keys used in asymmetric cryptography. Unlike the private key, the public key does not require
confidentiality arrangements. The public key is used for verifying the electronic signatures and encrypting the
messages. The messages encrypted with public key can be decrypted only with matching private key.

11.1. How is the certificate used in Windows?

If you wish that your standard “Windows" application actively use the functions associated with X.509
certificate, the certificate must be registered in the system.

Note: “To use the functions actively” means generating electronic signature and data encryption.

During the registration in the system, also the information related to a certificate by which a system is able
to find the matching private key is being stored there (i.e. the key used to generate electronic signature or to
decrypt data).

The registered certificate can be described as follows:

The application requiring the private key assigned to the certificate will “check “ the information about the
certificate registrations and detect where to search for the required private key. Then it will ask the cryptographic
Windows subsystem for access to this key and if the access is permitted, the required operations can be
executed.

11.2. What is the difference between using the card in IE and Mozilla Firefox?

Internet Explorer (Outlook and Outlook Express) are programmes exclusively integrated into Microsoft
Windows. Therefore, they use standard cryptographic services of this system (via Crypto API that further
uses CSP cryptographic modules). For standard utilization of the private key under the above conditions, it
is requisite to have a valid X.509 certificate registered to the private key, bearing the information where the
private key can be found.
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Mozilla products are not solely tied to Microsoft Windows system. As a result, rather than relaying on their
cryptographic sub-system, they use their own cryptographic modules. These modules are implemented
according to PKCS (Publicly-Key Cryptography Standards), particularly PKCS#11. Each of these modules is
responsible for storing of complete identity; i.e. the module must bear the private and public key, and relevant
X.509 certificate. If you wish to use CryptoPlus smart card as a bearer of your electronic identity in Mozilla
Firefox programme, in addition to the key, also the relevant X.509 certificate must be stored in the card.

For more information about the use of smart cards in Mozilla products check the product documentation.

© MONET+, a.s., Za Dvorem 505, 763 14 Zlin-Stipa, CR (2005 - 2009)
CRYPTOPLUS © - registered trade mark under Code No. 137/1995 Coll.
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