7 VUB BANKA

Verification of the VUB Certificate Trustworthiness
We recommend using the Acrobat Reader versiong higer.

Is the following information about problems witretkignature displayed when you open the pdf doctmen
(e.g. an electronic statement)?
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Step 1
Select the bookmarRignatureson the left and then the opti@ertificate Details ...
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Signature walidity is unknown:
Document has not been modified since this signature
Signet's identity is unknown because it has not been i
Signature date time are from the clock on the signer's

[=] Signature Details
Reason: Elektronicksy wipis
Location: Miynske Mivy 1, 29 90 Bratislava 25
[Certifiu:ate Details. . ]
Last Checked: 2010.03.26 10:18:10 +01'00'

Field: Signaturel {invisible signature)

Zlick ko wigw this version
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Step 2
Select the certificate of the root certificate awity ,VUB Certification Services* and select thedkmark
Trust. Then select the optiokdd to Trusted Identities ...in the aforementioned bookmark

Certificate Yiewer m

This dialog allows you to view the details of a certificate and its entire issuance chain. The
details correspond to the selected entry.

Shows all certification paths found

[-"5' Certifikacne siuzby YUB ] | Summary | Details | Revocation
R e ik Mo RS atms iy
WLE a.5. elekbronick This certificate is not trusked,

# Policies | Legal Notice |

Trusk Sekkings

Sign documents or data
Certify documents

Execute dynamic content that is embedded in a
certified docurnent

Execute high privilege Javascripts that are embedded
in a certified docurment
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Perform privileged system operations (networking,
printing, file access, etc,)

ﬂ Add ko Trusted Identities. .. [I
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@& The selected certificate path is walid.

The path walidation checks were done at 2010/03/24 15:14:09 +01'00'
Walidation Model: Shell

Prior to confirming the optioAdd to Trusted Identities ... we recommend that you verify the detail of the
certificate of the VUB certificate authority (institions at the end of the documenihe Procedure of
Verifying the Certificate Issued by the VUB CA*)

2/6

VSeobecna Gverova banka, a.s.

Mlynské nivy 1, 829 90 Bratislava 25,
Obchodny register: Okresny sud Bratislava |
Oddiel: Sa. vloZka &islo: 341/B. ICO: 31320155

VUB je &lenom skupiny  [INTESA [ SNNPAOLO



7 VUB BANKA

Step 3
Select the optio®K on the confirmation screen.

If wou change the trust setkings, vou will need ko revalidate any signatures ko
! see the change.

Trusting certificates directly from a document is usually urwise, Are you sure
wou want to do this?

Step 4
In the windowImport Contact Settings, tick the optionUse this certificate ...(if it was not ticked) and

confirmOK.

Import Contact Settings [5_<|

Certificate Details
Subject:  Certifikacne sluzby YUE
Issuer: Certifikacne sluzby YUE
Usage: Mot specified
Expiration: 26, 6, 2012 15:26:57

& certificate used to sign a document musk be a trusked rook or be issued by a trusted rook in
order For signature walidation ko succeed, Rewvocation checking is not performed on or above a
krusted roat,

s this certificate as a trusted rook

If signature walidation succeeds, krust this certificate For:

[ certified documents

[ Ok, l [ Cancel ]
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After returning to thémport Contact Settings page jusOK to confirm.

Step 5Signature Verification
At the end, upon having changed the settings, egtiatdocument clicking the buttdalidate All.
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Simnat ire walidiee is inknown:

Step 6
If it was set up correctly, the information on sature validity in the given document will be disgd to
you.
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|E Signatures
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Note: the setting up mentioned above needs to be do the computer only once. It will not be neaps$o
go through the aforementioned procedure again avithsubsequent document.
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The Procedure of Verifying the Certificate Issued iy the VUB CA:

Click onCertificate Details in the bookmarlSignatures the windowCertificate Viewer will be displayed:
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@ Signed and all signatures are valid.

Signatures
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Signature is valid:
Document has not been modified since this signature was applied

Signature is walid, but revacation of the signet's identity could nok be ch

Signature dateftime are from the clock on the signer's computer,
=l Signature Details

Reason: Elektronicks wipis
i = [ivy 1, 829 90 Bratislava 25
izertificate Details, .|

Last Checked: 2010.03.26 10:42:58 +01'00°
Field: Signaturel {invisible signature)

Click ko view this version
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Click on Certifikacne sluzby VUB (the so-called root CA), bookmaiBetails and selectSubject key
identifier. When you click on <see details>, the following string will be displayed to yon the bottom
field: 5A 6C E1 EE 71 Al 6F 52 A4 7E 42 8D DF OF 0D 05 26 1A 64

Certificate Viewer [Z|

This dialog allows you to view the details of a certificate and its entire issuance chain. The
details correspond to the selected entry.

Shows all certification paths Found

tEl Certifikacrie sluzby WU ) Summary' Dt ails IRevn:n:aI:in:nn Trust || Policies | Legal MNatice
[= Externa 1 CA

YUE a.s. elekkronick Certificate data:

Marme Yalue e
SHA L digest CEES Rl S0AE4ZSE T4 99 2
%.509 data 30820307 308202BFA0C
=Y Basic constraints <see details >

Metscape certificate bvpe  <see details >

<see details >
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=28 6C E1 EE 71 Al 6F 52 &4 7E 42 80 DF OF 0D 05 26 76 14 64 J
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